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EXECUTIVE SUMMARY  

Accessing information on the supply chain of an artificial intelligence (AI) system, as well as 
its individual components and dependencies, is critical to strengthen cybersecurity of AI. 
Transparency and knowledge about AI system composition fosters vulnerability management 
and supports cybersecurity risk management.  

This document provides actionable guidelines for public and private sector stakeholders on 
what is reasonable to expect in a Software Bill of Materials (SBOM) for AI, and to improve 
transparency and cybersecurity along the AI supply chain. It builds on the shared vision of 
SBOM for AI published by the G7 Cybersecurity Working Group in June 2025 and provides 
useful practical recommendations on which minimum elements SBOMs for AI should include. 
As such, this document is meant to cover a minimum set of elements identified and agreed on 
by experts within the G7 Cybersecurity Working Group. These minimum elements are not 
mandatory; do not create requirements, standards, or legislation; and are open to further 
refinements to keep pace with technological development and evolution of legal or policy 
frameworks within G7 members. Additionally, in some jurisdictions, certain elements proposed 
in this document may already be, or may be expected to be, addressed through legal 
requirements and obligations, or through existing or forthcoming standards. 

This document is jointly published by Germany’s Federal Office for Information Security 
(BSI), Italy’s National Cybersecurity Agency (ACN), France’s National Cybersecurity Agency 
(ANSSI), Canada’s Communications Security Establishment (CSE), the US Cybersecurity and 
Infrastructure Security Agency (CISA), UK’s National Cyber Security Centre (NCSC) and 
Japan’s National Cybersecurity Office (NCO), in collaboration with the EU Commission. 

This document has been written thanks to the support provided by the G7 Presidencies of 
Canada (2025) and France (2026), under the work stream “Artificial Intelligence: SBOM for 
AI” co-led by Italy (ACN) and Germany (BSI).   
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1. Introduction 
In June 2025, the G7 Cybersecurity Working Group published a shared vision for Software Bill 
of Materials for artificial intelligence (SBOM for AI)1 defining the notion, goals, benefits, and 
properties of an SBOM for AI, with a view of supporting cybersecurity along the AI supply 
chain by increasing transparency about AI system components. The document states that an 
SBOM for AI should define the type of information to capture, providing clarity to stakeholders 
on how to achieve transparency across the AI supply chain. It recommended a set of high-level, 
illustrative minimum elements, listing them as clusters.  

The document also recommended additional work by G7 experts to further define the clusters 
and specify which detailed information about AI system components should be included in each 
cluster.   

The guidelines listed below are the result of that work. The minimum elements complement the 
shared vision of SBOM for AI with shared practical recommendations on which minimum 
elements an SBOM for AI should include to facilitate adoption and implementation by public 
and private sector stakeholders. This is the first G7 guidance document on SBOM for AI, and 
the outcome of joint work completed by cybersecurity and AI experts within the G7 
Cybersecurity Working Group between August 2025 and February 2026. 

AI systems are also software systems. Therefore, SBOMs still remain valid for AI systems. The 
minimum elements in an SBOM for AI are in addition to the general SBOM minimum elements. 

Why SBOM for AI    
Drawing from the existing Software Bill of Materials (SBOM) concept, an SBOM for AI 
consists of a structured record, or inventory of details and supply chain relationships for the 
various components used in building an AI system. This structured record is divided into 
different clusters. Each cluster contains “elements”, or information that captures the distinctive 
features of AI system components.   

The goal of SBOM for AI is to help secure AI systems and supply chains through transparency 
and traceability of components and dependencies. Like SBOM, SBOMs for AI serve as an 
ingredient list, providing organizations with data they can use to ensure effective IT security 
processes. 

What to include in an SBOM for AI: the minimum elements 
The proposed minimum elements listed in this document are the product of G7 expert consensus 
and provide actionable guidelines on how AI developers and deployers should implement 
an SBOM for AI to improve transparency and cybersecurity along the supply chain, thereby 
contributing to AI governance.  

An SBOM for AI structures information that is useful to track vulnerabilities and 
weaknesses and reduce cybersecurity risks.  

 

1  “A shared G7 vision on Software Bill of Materials for AI. Transparency and Cybersecurity along the AI 
Supply Chain” hereafter referred to as “Shared G7 Vision”. 

https://www.acn.gov.it/portale/documents/d/guest/paper_sbom-for-ai_19may2025_-clean-2
https://www.acn.gov.it/portale/documents/d/guest/paper_sbom-for-ai_19may2025_-clean-2
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While the proposed minimum elements are not exhaustive, and additional clusters or elements 
may be necessary, depending on the industry, sector, or jurisdiction, it is suggested that an 
SBOM for AI includes these minimum elements. In this regard, the purpose of this document 
is to offer useful guidance, without creating new requirements, standards, legislation, or 
implementation details of an SBOM for AI, which are outside the scope of this work.  

The list of proposed minimum elements is open for further expansion to keep pace with the 
rapid development of AI technology.   

AI software supply chain security is becoming increasingly important, with several 
international initiatives underway. As one component of this effort, SBOM for AI contributes 
to strengthening AI supply chain security. 

2. Clusters and Cluster Elements 
This section depicts a set of high-level minimum elements for an SBOM for AI, which extends 
the information used for traditional SBOMs, listed as clusters. The clusters initially presented 
served as a basis for discussing the outline of the set of minimum elements (see Shared G7 
Vision). 

The G7 Cybersecurity Working Group has been carefully evaluating this initial clusters 
proposal. The resulting guidelines represents the outcome of a year-long collaborative effort 
among partners. It led to a co-created list of minimum elements through consensual decision-
making achieved during virtual and hybrid meetings. Eventually, some clusters have been 
adjusted, some added and some removed. 

Figure 1 provides an overview of the seven clusters described in the following sub-sections. 
Besides the names, descriptions and examples are given for each cluster element. Examples—
where listed—are to be considered as illustrative and not exhaustive. Examples are meant to 
help the reader understand what type of information could be included in elements that are not 
self-explanatory. The Metadata cluster is shown first, as it contains information about the 
SBOM for AI itself. The remaining clusters follow in no particular order. 
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Figure 1: Overview of the seven clusters presented in this section. Apart from the Metadata 
cluster, which contains information about the SBOM for AI itself, all clusters are equally 
important. 

 

2.1  Metadata Cluster Elements 
This cluster is used to represent information related to the SBOM for AI itself, and not the 
individual components or sub-elements. Information related to individual SBOM for AI 
components or sub-elements will be detailed separately in the dedicated clusters.  

The Metadata cluster contains the following elements: 
• SBOM author 
• SBOM version 
• SBOM data format name 
• SBOM data format version 
• SBOM author signature 
• SBOM tool name 
• SBOM tool version 
• SBOM generation context 
• SBOM timestamp 
• SBOM dependency relationship 
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Element Description 

SBOM author The name of the entity that creates the SBOM data for the 
target component. 

The SBOM author element contains a string that identifies the 
entity that generated the SBOM for the target component. 
This element captures the entity operating the tool to generate 
the SBOM, not the tool itself. Inputs for this element should 
use full names and should not use acronyms (unless the tool’s 
official name includes an acronym). 

The SBOM author element is distinct from the 
Producer element, which identifies the entity that created the 
target component. The SBOM author and the Producer 
element contents may be identical if the same entity created 
the target component and generated the SBOM. In cases 
where an entity that did not create the target component 
generates the SBOM for the target component, the element 
contents will be different. 

SBOM version Identifier designated by the SBOM author to specify a change 
in the SBOM document from a previously identified version 
or to indicate that it is the first version. 

The SBOM version element indicates a relationship with 
earlier iterations of an SBOM and signals that the SBOM 
author made changes to the previous iteration. The SBOM 
version tracks the SBOM component data for a component-
name/component-version pair. The SBOM version element 
may use Semantic Versioning;2 if it uses Semantic 
Versioning, the major version of a published SBOM 
following these minimum elements should be 1. If using an 
identifier such as a serial number to differentiate between 
versions of an SBOM, use of the identifier should conform to 
relevant standards (for example, RFC 9562 for serial 
numbers).3 SBOM authors should use minor version and 
patch version to indicate changes to the content of the SBOM 
elements as appropriate. SBOM authors should update the 
version for an SBOM for a given component name-version 
pair when editing data about the target component.  

 

2 Preston-Werner, T. and The SemVer Team. Semantic Versioning Specification Version 2.0.0. June 18, 2013. 
3 Davis, K., Peabody, B., and P. Leach. Universally Unique IDentifiers (UUIDs), RFC 9562. DOI 

10.17487/RFC9562. May 2024. 

https://eur06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsemver.org%2Fspec%2Fv2.0.0.html&data=05%7C02%7Cs.chiarucci%40acn.gov.it%7Cd5f3999bd84e4630f31d08de75550475%7C4657d95f10224f0eb27b834524de473d%7C0%7C0%7C639077205160853767%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=YvGbS5EkskQoNDThkGj%2FT%2FeIEZhItzZdRkFZW4aIqcs%3D&reserved=0
https://eur06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.rfc-editor.org%2Finfo%2Frfc9562&data=05%7C02%7Cs.chiarucci%40acn.gov.it%7Cd5f3999bd84e4630f31d08de75550475%7C4657d95f10224f0eb27b834524de473d%7C0%7C0%7C639077205160911932%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=IbS%2Bv7KIwbz2%2B0HkgZpPvKBR4GEJWo%2FGqJB664XdxwQ%3D&reserved=0
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Element Description 

SBOM data format name The name of the data format used to represent the SBOM 
data. 

The SBOM data format name element identifies the data 
format that the SBOM is in (in machine processable data 
format). 

SBOM data format version Identifier designated by the SBOM data format to specify the 
version of the data format. 

The SBOM data format version element identifies the version 
of the data format indicated in SBOM data format name. 
Versions declared to be deprecated by the organization(s) 
maintaining the data format should not be used. 

SBOM author signature A digital signature attributable to the SBOM author. 

The SBOM author signature element provides assurance that 
the claimed signatory signed the information and that the 
information was not modified after signature generation4.  
Digital signatures should use a signature algorithm approved 
for secure use, according to regulations or recommendations 
from relevant authorities, such as the National Institute of 
Standards and Technology (NIST) Digital Signature Standard 
(DSS),  the International Organization for Standardization 
(ISO)/International Electrotechnical Commission (IEC) 
14888-4:2024, or the European Union Agency for 
Cybersecurity (ENISA) Agreed Cryptographic Mechanisms. 

SBOM tool name The name of the tool used by the SBOM author to generate or 
amend the SBOM. 

The SBOM tool name element contains a string that identifies 
the software tool that the SBOM author used to generate the 
SBOM. Inputs for this element should use full names and 
should not use acronyms (unless the tool’s official name 
includes an acronym). 

SBOM tool version Identifier for the version of the tool identified in the SBOM 
tool name element. 

The SBOM tool version element captures the tool version and 
allows an organization to identify a specific code delivery. If 

 

4 National Institute of Standards and Technology, Computer Security Resource Center. Projects: Digital 
Signatures. 

https://eur06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcsrc.nist.gov%2Fpubs%2Ffips%2F186-5%2Ffinal&data=05%7C02%7Cs.chiarucci%40acn.gov.it%7Cd5f3999bd84e4630f31d08de75550475%7C4657d95f10224f0eb27b834524de473d%7C0%7C0%7C639077205160612944%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=62DFVto7LyPlpS97gyCdSqMYGvHhZu95Bf88g%2FdYiKk%3D&reserved=0
https://eur06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcsrc.nist.gov%2Fpubs%2Ffips%2F186-5%2Ffinal&data=05%7C02%7Cs.chiarucci%40acn.gov.it%7Cd5f3999bd84e4630f31d08de75550475%7C4657d95f10224f0eb27b834524de473d%7C0%7C0%7C639077205160612944%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=62DFVto7LyPlpS97gyCdSqMYGvHhZu95Bf88g%2FdYiKk%3D&reserved=0
https://eur06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcsrc.nist.gov%2Fpubs%2Ffips%2F186-5%2Ffinal&data=05%7C02%7Cs.chiarucci%40acn.gov.it%7Cd5f3999bd84e4630f31d08de75550475%7C4657d95f10224f0eb27b834524de473d%7C0%7C0%7C639077205160612944%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=62DFVto7LyPlpS97gyCdSqMYGvHhZu95Bf88g%2FdYiKk%3D&reserved=0
https://eur06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.iso.org%2Fstandard%2F80492.html&data=05%7C02%7Cs.chiarucci%40acn.gov.it%7Cd5f3999bd84e4630f31d08de75550475%7C4657d95f10224f0eb27b834524de473d%7C0%7C0%7C639077205160663284%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=CoWfgqG6HPAy440sS%2FGc8VPNrbycjr5YM%2B6RNVreuek%3D&reserved=0
https://eur06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.iso.org%2Fstandard%2F80492.html&data=05%7C02%7Cs.chiarucci%40acn.gov.it%7Cd5f3999bd84e4630f31d08de75550475%7C4657d95f10224f0eb27b834524de473d%7C0%7C0%7C639077205160663284%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=CoWfgqG6HPAy440sS%2FGc8VPNrbycjr5YM%2B6RNVreuek%3D&reserved=0
https://eur06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.iso.org%2Fstandard%2F80492.html&data=05%7C02%7Cs.chiarucci%40acn.gov.it%7Cd5f3999bd84e4630f31d08de75550475%7C4657d95f10224f0eb27b834524de473d%7C0%7C0%7C639077205160663284%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=CoWfgqG6HPAy440sS%2FGc8VPNrbycjr5YM%2B6RNVreuek%3D&reserved=0
https://eur06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcertification.enisa.europa.eu%2Fpublications%2Feucc-guidelines-cryptography_en&data=05%7C02%7Cs.chiarucci%40acn.gov.it%7Cd5f3999bd84e4630f31d08de75550475%7C4657d95f10224f0eb27b834524de473d%7C0%7C0%7C639077205160707547%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=gpflaiFsfLyxblB6588%2F5Cv%2FR6mUGbp%2F6i3VXItvAro%3D&reserved=0
https://eur06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcertification.enisa.europa.eu%2Fpublications%2Feucc-guidelines-cryptography_en&data=05%7C02%7Cs.chiarucci%40acn.gov.it%7Cd5f3999bd84e4630f31d08de75550475%7C4657d95f10224f0eb27b834524de473d%7C0%7C0%7C639077205160707547%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=gpflaiFsfLyxblB6588%2F5Cv%2FR6mUGbp%2F6i3VXItvAro%3D&reserved=0
https://eur06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcsrc.nist.gov%2FProjects%2FDigital-Signatures&data=05%7C02%7Cs.chiarucci%40acn.gov.it%7Cd5f3999bd84e4630f31d08de75550475%7C4657d95f10224f0eb27b834524de473d%7C0%7C0%7C639077205160755860%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=ZtdaHQRcEmDU939gYn1Ri%2BZzHrKwUiFnV8GpDV57lRc%3D&reserved=0
https://eur06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcsrc.nist.gov%2FProjects%2FDigital-Signatures&data=05%7C02%7Cs.chiarucci%40acn.gov.it%7Cd5f3999bd84e4630f31d08de75550475%7C4657d95f10224f0eb27b834524de473d%7C0%7C0%7C639077205160755860%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=ZtdaHQRcEmDU939gYn1Ri%2BZzHrKwUiFnV8GpDV57lRc%3D&reserved=0
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Element Description 

no version identifier is available, the SBOM author should 
indicate that the information is unknown. 

SBOM generation context The relative software lifecycle phase and data available at the 
time the SBOM author generated the SBOM. 

The SBOM generation context element conveys information 
about the component data documented in the SBOM. 
Component data may differ based on the phase of the 
software lifecycle during which the SBOM was generated. 
General software lifecycle references such as “before build,” 
“build,” and “after build,” as well as more specific identifiers, 
can satisfy this element.5 For example, an SBOM generated 
from source code could be identified as “before build,” and 
binary analysis tools can generate an SBOM “after build.” 

SBOM timestamp Record of the date and time of the most recent update to the 
SBOM data. 

The SBOM timestamp element identifies when the SBOM 
author last changed the SBOM data, either manually or using 
a software tool. Each version of an SBOM will reflect a new 
timestamp. The content of this element should adhere to RFC 
9557.6 

SBOM dependency 
relationship 

The relationship between two software components, 
specifically noting that Software X includes Component Y or 
that Component A is largely derived from Component B. 

The SBOM dependency relationship element reflects how a 
given software component was included in the target 
software. The inclusion relationship (“includes” or “included 
in”) supports the capability to build a dependency graph. In 
addition to inclusion, the dependency relationship should 
reflect how a given component may be largely derived from 
another piece of software, or that it is a descendant of another 
piece of software. This allows an SBOM to explicitly 
document backported or forked software. 

 

  

 

5 “Build” refers to compilation, interpretation, or another process that makes source code executable. 
6 Sharma, U. and C. Bormann. Date and Time on the Internet: Timestamps with Additional Information, RFC 

9557. DOI 10.17487/RFC9557. April 2024. 

https://eur06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.rfc-editor.org%2Finfo%2Frfc9557&data=05%7C02%7Cs.chiarucci%40acn.gov.it%7Cd5f3999bd84e4630f31d08de75550475%7C4657d95f10224f0eb27b834524de473d%7C0%7C0%7C639077205160803535%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=g4NJozfTLLSfegIMrJzLKxSYKejjIzmT37h5u5AaQRo%3D&reserved=0
https://eur06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.rfc-editor.org%2Finfo%2Frfc9557&data=05%7C02%7Cs.chiarucci%40acn.gov.it%7Cd5f3999bd84e4630f31d08de75550475%7C4657d95f10224f0eb27b834524de473d%7C0%7C0%7C639077205160803535%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=g4NJozfTLLSfegIMrJzLKxSYKejjIzmT37h5u5AaQRo%3D&reserved=0


 

9 

2.2  System Level Properties (SLP) Cluster Elements 
The SLP cluster contains elements that refer to information on the AI system as a whole 
(e.g., capturing system level information and AI system inner workings that are relevant to AI 
systems composed of multiple AI elements, such as classifiers, large language models 
(LLMs) or AI agents). This cluster also includes all software dependencies and frameworks 
used in the AI system as well as information about how AI system components interact and 
process user data. Elements that are in support or that have been used to deploy the system are 
included in the cluster Infrastructure below. 

The SLP cluster contains the following elements: 
• System name 
• System components 
• System producer 
• System version 
• System timestamp 
• System data flow 
• System data usage 
• System input/output properties 
• Intended application area 

 

Element Description Examples 

System name The name assigned by the System 
producer to an AI system. 

The System name element identifies 
the AI system in a human-readable 
way. The System producer determines 
the AI system name. Data formats 
implementing the System name 
element should allow for multiple 
entries to capture alternate names (full 
names and not acronyms – unless the 
System’s official name includes an 
acronym). 

 

System 
components 

This element captures the components 
that are included in the AI system. 

• AI models included in the 
system; 

• databases; 

• other software tools and 
components. 
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Element Description Examples 

System 
producer 

Identifier used for the name of the 
entity that creates, defines, and 
identifies an AI system. 

 

System version Identifier used by the System 
producer to specify a change in a 
software component from a previously 
identified version or to indicate that it 
is the first version. 

The System version element captures 
the target component’s version and 
allows an organization to identify a 
specific code delivery. If the System 
producer does not provide a version, 
then the SBOM author should indicate 
that the information is unknown. 

 

System 
timestamp 

Record of the date and time of the 
most recent update to the AI system. 
Updates can include model updates or 
software updates of other components 
that make up the system. 

 

System data 
flow 

This element describes the Data flow 
(link, reference, or description) 
between the different components of 
an AI system. 

• input/output endpoints; 

• description of the data 
information flow (source 
→ destination); 

• Application Programming 
Interfaces (APIs) of 
external services the AI 
system uses; 

• multi-agent communication 
protocols; 

• bidirectional data flow 
towards external services 
(web grounding). 

System data 
usage 

This element describes how data in the 
AI system is processed and consumed. 

Link/URL to technical 
documentation (such 
documentation may contain 
information on whether data is 
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Element Description Examples 

used for improving the model 
performance, information on 
data logging from the APIs 
used to invoke the system and 
information on whether 
metadata is derived from the 
user input data). 

System 
input/output 
properties 

Element used to describe the 
properties of the input and the output 
of the AI system. 

• type of input and output 
data handled, clearly 
specifying the differences 
between input and output 
data types and 
characteristics; 

• the modality (text, audio, 
image, video, etc.); 

• the input preprocessing 
(such as the type of 
tokenizer used in the case 
of LLMs); 

• link to URL/documentation 
describing impacts on 
system decision making. 

Intended 
application area 

This element describes the type of 
application the AI system is deployed 
in. 

• real time or near real time 
application; 

• cybersecurity, 
medical/healthcare, 
finance, etc. 
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2.3  Models Cluster Elements  
The Models cluster includes basic information for identifying the models used by the AI 
system, describes for each model how its weights were produced, and outlines their properties 
and limitations. 

The Models cluster contains the following elements: 
• Model name 
• Model identifier 
• Model version 
• Model timestamp 
• Model producer 
• Model description 
• Model hash value 
• Model hash algorithm 
• Model properties 
• Model input-output properties 
• Model training properties 
• Model license 
• Model external references 

 

Element Description Example 

Model name The name assigned by the Model 
producer to a software component. 

The Model name element identifies the 
software component in a human-
readable way. The Model 
producer determines the component 
name. This element is distinct from the 
Model identifier element. Data formats 
implementing the Model name element 
should allow for multiple entries to 
capture alternate names. Inputs for this 
element should use full names and 
should not use acronyms (unless the 
component’s official name includes an 
acronym). 

 

Model 
identifier 

Identifier(s) used to identify a 
component or serve as a look-up key for 
relevant databases. 

The Model identifier element contains at 
least one software identifier associated 

 



 

13 

Element Description Example 

with the target component.7 Machine-
processable, unique software identifiers 
support automated analysis. This 
element should use common software 
identifiers, such as Common Platform 
Enumeration (CPE)8 and Package-URL 
(PURL).9 This element may also include 
universally unique identifiers (UUID), 
organization-specific identifiers, commit 
hashes, and intrinsic identifiers such as 
OmniBOR10 and SWHID.11 If there are 
multiple software identifiers, either in 
the same identifier format or different 
one(s), the SBOM author should include 
all of them. 

Model version Identifier used by the AI model 
producer to specify a change in a 
software component from a previously 
identified version or to indicate that it is 
the first version. 

The AI model version element captures 
the target component’s version and 
allows an organization to identify a 
specific code delivery. If the AI model 
producer does not provide a version, 
then the SBOM author should indicate 
that the information is unknown. 

 

Model 
timestamp 

Record of the date and time of the most 
recent update to the AI model. 

This element can also be used 
for official production release 
date of the AI model. 

 

7 Cybersecurity and Infrastructure Security Agency. Software Identification Ecosystem Option Analysis. October 
26, 2023. 

8 National Institute of Standards and Technology. National Vulnerability Database, Official Common Platform 
Enumeration (CPE) Dictionary. August 20, 2025. 
9 Ecma International. ECMA-427: Package-URL (PURL) Specification, 1st Edition. December 2025. 
10 OmniBOR Specification. Version 0.1. 
11 SWHID Specification. Version 1.2; International Organization for Standardization. ISO/IEC 18670:2025, 

Information Technology—SoftWare Hash Identifier (SWHID) Specification V1.2, Edition 1. April 2025. 

https://eur06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fresources-tools%2Fresources%2Fsoftware-identification-ecosystem-option-analysis&data=05%7C02%7Cs.chiarucci%40acn.gov.it%7Cd5f3999bd84e4630f31d08de75550475%7C4657d95f10224f0eb27b834524de473d%7C0%7C0%7C639077205161139827%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=X6Ic03mveCVmQseBVZk54fGXngNDa9xYT0s929kaPOY%3D&reserved=0
https://eur06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fresources-tools%2Fresources%2Fsoftware-identification-ecosystem-option-analysis&data=05%7C02%7Cs.chiarucci%40acn.gov.it%7Cd5f3999bd84e4630f31d08de75550475%7C4657d95f10224f0eb27b834524de473d%7C0%7C0%7C639077205161200338%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=BFFmoDJvq0dbsBtQN4SSb1lEkkS57Gcb1J7qd%2BHZET0%3D&reserved=0
https://eur06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fnvd.nist.gov%2Fproducts%2Fcpe&data=05%7C02%7Cs.chiarucci%40acn.gov.it%7Cd5f3999bd84e4630f31d08de75550475%7C4657d95f10224f0eb27b834524de473d%7C0%7C0%7C639077205161259760%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=xjwqV12Qq2eavMxaOeL5chLg1glc3n1Sv992vjOtrJ8%3D&reserved=0
https://eur06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fnvd.nist.gov%2Fproducts%2Fcpe&data=05%7C02%7Cs.chiarucci%40acn.gov.it%7Cd5f3999bd84e4630f31d08de75550475%7C4657d95f10224f0eb27b834524de473d%7C0%7C0%7C639077205161259760%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=xjwqV12Qq2eavMxaOeL5chLg1glc3n1Sv992vjOtrJ8%3D&reserved=0
https://eur06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fecma-international.org%2Fpublications-and-standards%2Fstandards%2Fecma-427%2F&data=05%7C02%7Cs.chiarucci%40acn.gov.it%7Cd5f3999bd84e4630f31d08de75550475%7C4657d95f10224f0eb27b834524de473d%7C0%7C0%7C639077205161313514%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=M5FKNndA%2FfoWG68enJ%2B9chu21Plu8J0OJ3U70kyTnrs%3D&reserved=0
https://eur06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fecma-international.org%2Fpublications-and-standards%2Fstandards%2Fecma-427%2F&data=05%7C02%7Cs.chiarucci%40acn.gov.it%7Cd5f3999bd84e4630f31d08de75550475%7C4657d95f10224f0eb27b834524de473d%7C0%7C0%7C639077205161359979%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=LgI6vdtYx3eyoRH2PPR%2BYoWiKShQ5Q%2F5LBN5yqvYKlI%3D&reserved=0
https://eur06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fecma-international.org%2Fpublications-and-standards%2Fstandards%2Fecma-427%2F&data=05%7C02%7Cs.chiarucci%40acn.gov.it%7Cd5f3999bd84e4630f31d08de75550475%7C4657d95f10224f0eb27b834524de473d%7C0%7C0%7C639077205161404191%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=Q5C8Am0efrERdpT%2BYmb1jdtj%2Frj7wR9GzdEQKEXOEl0%3D&reserved=0
https://eur06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fomnibor.io%2Fspec%2Fv0.1%2F&data=05%7C02%7Cs.chiarucci%40acn.gov.it%7Cd5f3999bd84e4630f31d08de75550475%7C4657d95f10224f0eb27b834524de473d%7C0%7C0%7C639077205161449272%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=HjOHmjQ5NoVx10W%2B3lJXGShpo%2FB%2F5tChkYUAZIOenwY%3D&reserved=0
https://eur06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.swhid.org%2Fspecification%2Fv1.2%2F&data=05%7C02%7Cs.chiarucci%40acn.gov.it%7Cd5f3999bd84e4630f31d08de75550475%7C4657d95f10224f0eb27b834524de473d%7C0%7C0%7C639077205161517707%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=awotMCSdEz%2Fo5woAm6lg1%2BRzmMOBFa5taZkfsc%2BhmTs%3D&reserved=0
https://eur06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.iso.org%2Fstandard%2F89985.html&data=05%7C02%7Cs.chiarucci%40acn.gov.it%7Cd5f3999bd84e4630f31d08de75550475%7C4657d95f10224f0eb27b834524de473d%7C0%7C0%7C639077205161576797%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=Q%2Bu8zBGQMPXIYaiXVcT31CtIMnbmlJoSU966%2BWoB2F8%3D&reserved=0
https://eur06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.iso.org%2Fstandard%2F89985.html&data=05%7C02%7Cs.chiarucci%40acn.gov.it%7Cd5f3999bd84e4630f31d08de75550475%7C4657d95f10224f0eb27b834524de473d%7C0%7C0%7C639077205161576797%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=Q%2Bu8zBGQMPXIYaiXVcT31CtIMnbmlJoSU966%2BWoB2F8%3D&reserved=0
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Element Description Example 

Model 
producer 

Identifier used for the name of the entity 
that creates, defines, and identifies an AI 
model. 

The Model producer element contains a 
human-readable string that identifies the 
entity that produced the model. Model 
producer refers to the originator or 
manufacturer of the model.  
Organizations can use the Model 
producer element to learn more about a 
model’s producer. It can also enable the 
identification of a point of contact for 
software security concerns. The Model 
producer element should allow for 
multiple entries. 

The producer(s) can be defined 
as companies that were 
involved in the pre-training, 
post-training, or fine tuning of 
the model. 

Model 
description 

Element used to describe the model’s 
capabilities, known limitations, and 
lineage. 

• intended application area 
the model was designed or 
developed for as well as 
known weaknesses and 
limitations; 

• lineage contains creation 
information of the model, 
such as information about 
the predecessor model on 
which fine tuning was done 
(i.e., models used for 
distillation or finetuning) or 
known derivative models; 

• model dependencies such 
as internal or third-party 
packages, libraries, 
modules, or development 
frameworks. 

Model hash 

value 

The output generated from applying a 
cryptographic hash algorithm to an 
executable component artifact. 

The Model hash value element contains 
an American Standard Code for 
Information Interchange (ASCII)-

The hash of the weights or 
model file or other model 
related artifacts.  
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Element Description Example 

formatted value that is the result of 
providing the executable component 
artifact as input to a cryptographic hash 
algorithm. If the SBOM author does not 
have access to the executable 
component artifact, then the SBOM 
author should indicate the value is 
unknown. 

Model hash 
algorithm 

The cryptographic algorithm used to 
compute the Model hash value of the 
software component. 

The Model hash algorithm element 
documents the algorithm that produced 
the Model hash value to allow validation 
of the integrity of the target component. 
The SBOM author should identify the 
algorithm using Internet Assigned 
Numbers Authority (IANA) Hash 
Function Textual Names.12 The 
algorithm should be approved by a 
relevant authority, such as the U.S. 
National Institute of Standards and 
Technology (NIST).13  

 

Model 
properties 

Element used to describe the 
characteristics of the specific model 
considered, such as the architecture of 
the model in case of parametric models. 
This element can contain several 
different sub-elements with more 
specific and detailed model information, 
such as those listed in the example 
column. 

• parametric as Neural 
Networks, non-parametric 
such as Clustering or KNN; 

• the number of 
parameters/model size; 

• the architecture of the 
model (encoder-decoder, 
encoder only, decoder only, 
and the underlying network 
type, for example, 
transformer, Convoluted 
Neural Networks,, decision 
tree, Recurrent Neural 

 

12 Internet Assigned Numbers Authority. Hash Function Textual Names. December 16, 2019. 
13 National Institute of Science and Technology, Computer Security Resource Center. Projects: Hash Functions. 

September 9, 2024. 

https://eur06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.iana.org%2Fassignments%2Fhash-function-text-names%2Fhash-function-text-names.xhtml&data=05%7C02%7Cs.chiarucci%40acn.gov.it%7Cd5f3999bd84e4630f31d08de75550475%7C4657d95f10224f0eb27b834524de473d%7C0%7C0%7C639077205161016359%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=UiMbY7mhL1CQcLCJqBJDjc1YQI4Fy4f%2FUjUuvRjnf5k%3D&reserved=0
https://eur06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcsrc.nist.gov%2Fprojects%2Fhash-functions&data=05%7C02%7Cs.chiarucci%40acn.gov.it%7Cd5f3999bd84e4630f31d08de75550475%7C4657d95f10224f0eb27b834524de473d%7C0%7C0%7C639077205161082458%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=T6N5GxzXQTOOvMtet21O5aSHeFOFprW7aZAHpQZ2Ihg%3D&reserved=0
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Element Description Example 

Networks , or Long Short-
Term Memory; 

• popular architectures such 
as ResNet, Visual 
Geometry Group, or 
Generative Pre-trained 
Transformer; 

• information on hyper-
parameters of the model. 

Model input-
output 
properties 

Element used to describe the properties 
of the input and the output of the AI 
model. 

• type of input and output 
data handled, clearly 
specifying the differences 
between input and output 
data types and 
characteristics; 

• the context length; 

• the modality (text, audio, 
image, video, etc.); 

• input preprocessing (such 
as the type of tokenizer 
used in the case of LLMs, 
Vision Language Models 
or multimodal models). 

Model training 
properties 

This element describes the different 
training techniques that have been used 
for the AI system models (this includes 
all types of training, including what is 
generally referred to as pre-training and 
post-training/fine tuning/continual 
learning). 

Link/URL to documentation 
(for example models cards if 
such information is present) 
describing the type of learning 
(unsupervised learning, 
supervised learning, self-
supervised learning) as well as 
the post-training characteristics 
(continual learning, fine tuning 
stages, reinforcement learning 
from human feedback, 
instruction tuning, and 
Reinforcement Learning 
Optimization type such as 
Direct Preference 
Optimization, Proximal Policy 
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Optimization, and Group 
Relative Policy Optimization). 

Model license This element describes the license type 
of the AI model. 

• link/URL to the model 
licensing document (the 
document can contain 
references of open source 
licensing such as EU Public 
License, General Public 
License, and Apache) or to 
the corresponding fields in 
SPDX/CDX files; 

• specifies whether the AI 
model is open weight, open 
architecture, open data or 
open training. 

Model 
external 
references 

Link/URL to external references related 
to the model. 

• link/URL to any existing 
framework related to the 
model or system card from 
editors; 

• JSON schema of the model 
card itself, such as is 
provided by existing tools; 

• public documentation; 

• research paper. 
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2.4  Datasets Properties (DP) Cluster Elements   
The DP cluster provides information on datasets used during the whole life cycle of the 
model, including basic information that documents the identity and provenance of data.  

The DP cluster contains the following elements: 
• Dataset name 
• Dataset description 
• Dataset content 
• Dataset identifier 
• Dataset hash 
• Dataset provenance 
• Dataset statistical properties 
• Dataset sensitivity 
• Dataset dependency relationship 
• Dataset license 
 

Element Description Example 

Dataset name The name assigned to the dataset by 
the dataset creator. 

• string to publicly identify 
the dataset; 

• equivalent to component 
name. 

Dataset 
description 

Element used to describe the dataset, 
such as its primary intended use with 
regards to AI model training (for 
example, fine-tuning, benchmark, 
context extension). 

• Dataset used for pre-
training, fine tuning, or 
model/system evaluation; 

• can include whether the 
dataset is private or public. 

Dataset content Element used to describe the content 
of the dataset. 

• description of the content 
of the dataset, such as 
financial data, medical 
records data, etc.; 

• the format of the dataset 
(data structure, encoding 
like JSON or XML); 

• the data format (image, 
audio, video, 3D). 

Dataset 
identifier 

Information that allows univocal 
identification of the dataset. 

Dataset URL, URI, etc. 
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Dataset hash The cryptographic value generated 
from taking the hash of the dataset. 

The hash over the dataset file. 

Dataset 
provenance 

Element used to track dataset 
provenance. 

Element used to capture 
information regarding: 

• the origin (sources or 
organizations contributing 
to the dataset elements), the 
data collection methods 
(for example, web crawling 
or commercial 
agreements), the data post 
processing steps, the data 
preprocessing/curation 
steps, and the data labelling 
steps; 

• the creator; 

• in case of synthetic data, 
the methods used to create 
it. 

Dataset 
statistical 
properties 

Element used to capture statistical 
characteristics associated with the 
dataset throughout its lifecycle. 

Statistical metrics, when 
relevant, of the dataset (e.g., 
mean, variance, median, mode, 
range, skewness). 

Dataset 
sensitivity 

Element used to express the type of 
data present inside the dataset, where 
type is related to the sensitivity level 
of the data. 

This element covers whether 
the dataset includes PII data, 
freely accessible data, 
copyright protected data, 
sensitive data (like financial or 
medical records) or national 
security related data. 

Dataset 
dependency 
relationship 

List of software used to create, modify 
and maintain the dataset during its 
lifecycle. The dependency relationship 
should reflect how a given dataset may 
be largely derived from another 
dataset. 

E.g., management of datasets, 
labeling tools, filtering tools. 
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Element Description Example 

Dataset license This element describes the license type 
of the datasets. 

link/URL to the dataset 
licensing document. 

 

2.5  Infrastructure Cluster Elements 
The Infrastructure cluster contains physical and virtual infrastructure that is critical to proper 
operation and support of the AI system. If existing, it also includes a link to a Hardware Bill 
of Materials (HBOM), to also cover specialized AI hardware. 

The Infrastructure cluster contains the following elements: 
• Infrastructure software 
• Infrastructure hardware 

 

Element Description Example 

Infrastructure 
software 

This element lists dependencies to 
software components specifically 
required to deliver and run an AI 
system. 

 

List of dependencies to 

• firmware; 

• package managers; 

• third party libraries; 

• frameworks; 

• runtime environments; 

• tools used by the AI 
system. 

Infrastructure 
hardware 

This element links to an existing 
HBOM as dependencies, which 
contains the hardware components on 
which the AI system is deployed. 

Link to an existing HBOM. 
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2.6  Security Properties (SP) Cluster Elements 
The SP cluster focuses on the cybersecurity measures that apply to AI models and systems.  

The SP cluster contains the following elements: 
• Security controls 
• Security compliance 
• Cybersecurity policy information 
• Vulnerability referencing 

 

Element Description Example 

Security 
controls 

This element describes the 
implemented AI specific and general 
cybersecurity controls. The element 
may also include a link to a specific 
framework or guideline used as 
reference for the implementation. 

Technical controls 
implemented, such as: 

General cybersecurity controls: 

• encryption; 

• data minimization; 

• differential privacy 
techniques; 

• access controls; 

• API authentication; 

• ip/op anomaly detection 
systems and filters; 

• physical controls; 

• technical controls; 

• system-level controls (role-
based access); 

• administrative measures; 

• link/references to specific 
applied security guidelines. 

AI specific controls: 

• adversarial robustness 
training; 

• prompt injection controls 
and tools for LLMs or 
LLM-based agents; 

• input/output filters; 
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Element Description Example 

• data-level controls (to 
curate training data). 

Security 
compliance 

This element describes the 
cybersecurity standards and 
certifications related to the AI 
model/system, if obtained by the 
producer. 

The element can include 
cybersecurity certification 
schemes, standards or 
frameworks to which the AI 
model/system is compliant. 

Cybersecurity 
policy 
information 

This element provides a link/URL to 
documentation regarding the AI 
model/system producer’s published 
security.txt file. 

 

Vulnerability 
referencing 

This element links to 
databases/repositories that provide 
exploitability of known vulnerabilities 
in the AI model/system. This is to help 
users decide whether to deploy a 
model in specific contexts where there 
is known risk. 

This element can contain a 
static link/URL to the security 
repository of the system 
provider of the AI model. 

 

2.7  Key Performance Indicators (KPI) Cluster Elements 
The KPI cluster contains elements that refer to information on the AI system’s KPIs and its components 
(including AI models that are integrated in the system), focusing on their lifecycle phases. 

The KPI cluster contains the following elements: 
• Security metrics 
• Operational performance KPIs 

 

Element Description Example 

Security metrics Metrics to evaluate the security 
characteristics of the AI models 
integrated in the AI system or the 
system itself. 

Security related benchmarks 
and metrics, e.g., robustness 
(resilience against third-party 
manipulation). 

Operational 
performance 
KPIs 

KPIs related to the operational 
condition or other threat indicators of 
the AI system. 

System uptime, incident 
resolution time, system 
latency, request throughput, 
and load balancing. 
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3. Discussion 
In addition to the clusters described above, the G7 Cybersecurity Working Group considered 
additional elements which might be useful for an SBOM for AI in the future. One example is 
the level of decision making or autonomy of an AI system which might become more relevant 
due to the fast-changing developments in technology, particularly around agentic AI. Including 
such an element in SBOMs for AI could help to assess the impact of a potentially damaging 
compromise. However, while the group recognized the importance and relevance of decision 
making or autonomy of an AI system to cybersecurity, it was decided to not explicitly call it 
out as a separate element. This element may be addressed differently across different 
jurisdictions, including through safety requirements. 

Besides addressing single elements, the authors highlight that an SBOM for AI by itself is not 
sufficient for increasing cybersecurity along the supply chain. To ensure substantial protection 
of the AI supply chain, it is necessary to connect the SBOM for AI to cybersecurity tools, such 
as vulnerability scanning and management tools, security advisories and bulletins, and 
promoting development of adaptable and evolutionary tooling mechanisms.  

4. Conclusion 
This guideline jointly drafted by the cybersecurity agencies of the G7 Group is a first step 
towards increasing the supply chain transparency and security of AI models and systems. While 
there have been multiple efforts dedicated to such an endeavor, the document is meant to cover 
a minimum set of criteria and does not claim to be exhaustive. Rather, it presents a shared 
understanding on which elements foster transparency and increase cybersecurity along the AI 
supply chain. Eventually, an SBOM for AI will help to strengthen the security of the AI supply 
chain if deployed together with the right cybersecurity tools. This work also seeks to bring 
added value to stakeholders along the AI supply chain.  

  



 

24 

References 

• A shared G7 vision on Software Bill of Materials for AI. Transparency and 
Cybersecurity along the AI Supply Chain  
https://www.acn.gov.it/portale/documents/d/guest/paper_sbom-for-ai_19may2025_-
clean-2  

• NCSC Guidelines for Secure AI System Development 
https://www.ncsc.gov.uk/collection/guidelines-secure-ai-system-development 

• SBOMs and the importance of inventory https://www.ncsc.gov.uk/blog-post/sboms-
and-the-importance-of-inventory 

https://www.acn.gov.it/portale/documents/d/guest/paper_sbom-for-ai_19may2025_-clean-2
https://www.acn.gov.it/portale/documents/d/guest/paper_sbom-for-ai_19may2025_-clean-2
https://www.ncsc.gov.uk/collection/guidelines-secure-ai-system-development
https://www.ncsc.gov.uk/blog-post/sboms-and-the-importance-of-inventory
https://www.ncsc.gov.uk/blog-post/sboms-and-the-importance-of-inventory

	EXECUTIVE SUMMARY  
	This document is jointly published by Germany’s Federal Office for Information Security (BSI), Italy’s National Cybersecurity Agency (ACN), France’s National Cybersecurity Agency (ANSSI), Canada’s Communications Security Establishment (CSE), the US Cybersecurity and Infrastructure Security Agency (CISA), UK’s National Cyber Security Centre (NCSC) and Japan’s National Cybersecurity Office (NCO), in collaboration with the EU Commission. 
	  
	EXECUTIVE SUMMARY  
	EXECUTIVE SUMMARY  
	EXECUTIVE SUMMARY  
	EXECUTIVE SUMMARY  

	Accessing information on the supply chain of an artificial intelligence (AI) system, as well as its individual components and dependencies, is critical to strengthen cybersecurity of AI. Transparency and knowledge about AI system composition fosters vulnerability management and supports cybersecurity risk management.  
	This document has been written thanks to the support provided by the G7 Presidencies of Canada (2025) and France (2026), under the work stream “Artificial Intelligence: SBOM for AI” co-led by Italy (ACN) and Germany (BSI).   
	EXECUTIVE SUMMARY  
	Table of Contents 
	2. Clusters and Cluster Elements ............................................................................................ 4
	2.1
	Table of Contents 
	Table of Contents 
	Table of Contents 
	 
	Table of Contents 
	  

	1. Introduction ......................................................................................................................... 3
	 
	Table of Contents 
	1. Introduction 
	The guidelines listed below are the result of that work. The minimum elements complement the shared vision of SBOM for AI with shared practical recommendations on which minimum elements an SBOM for AI should include to facilitate adoption and implementation by public and private sector stakeholders. This is the first G7 guidance document on SBOM for AI, and the outcome of joint work completed by cybersecurity and AI experts within the G7 Cybersecurity Working Group between August 2025 and February 2026. 
	Why SBOM for AI    
	1. Introduction 
	1. Introduction 
	1. Introduction 
	” hereafter referred to as “Shared G7 Vision”. 
	1. Introduction 

	In June 2025, the G7 Cybersecurity Working Group published a shared vision for Software Bill of Materials for artificial intelligence (SBOM for AI)1 defining the notion, goals, benefits, and properties of an SBOM for AI, with a view of supporting cybersecurity along the AI supply chain by increasing transparency about AI system components. The document states that an SBOM for AI should define the type of information to capture, providing clarity to stakeholders on how to achieve transparency across the AI supply chain. It recommended a set of high-level, illustrative minimum elements, listing them as clusters.  
	AI systems are also software systems. Therefore, SBOMs still remain valid for AI systems. The minimum elements in an SBOM for AI are in addition to the general SBOM minimum elements. 
	1. Introduction 
	While the proposed minimum elements are not exhaustive, and additional clusters or elements may be necessary, depending on the industry, sector, or jurisdiction, it is suggested that an SBOM for AI includes these minimum elements. In this regard, the purpose of this document is to offer useful guidance, without creating new requirements, standards, legislation, or implementation details of an SBOM for AI, which are outside the scope of this work.  
	2. Clusters and Cluster Elements 
	The G7 Cybersecurity Working Group has been carefully evaluating this initial clusters proposal. The resulting guidelines represents the outcome of a year-long collaborative effort among partners. It led to a co-created list of minimum elements through consensual decision-making achieved during virtual and hybrid meetings. Eventually, some clusters have been adjusted, some added and some removed. 
	While the proposed minimum elements are not exhaustive, and additional clusters or elements may be necessary, depending on the industry, sector, or jurisdiction, it is suggested that an SBOM for AI includes these minimum elements. In this regard, the purpose of this document is to offer useful guidance, without creating new requirements, standards, legislation, or implementation details of an SBOM for AI, which are outside the scope of this work.  
	While the proposed minimum elements are not exhaustive, and additional clusters or elements may be necessary, depending on the industry, sector, or jurisdiction, it is suggested that an SBOM for AI includes these minimum elements. In this regard, the purpose of this document is to offer useful guidance, without creating new requirements, standards, legislation, or implementation details of an SBOM for AI, which are outside the scope of this work.  
	While the proposed minimum elements are not exhaustive, and additional clusters or elements may be necessary, depending on the industry, sector, or jurisdiction, it is suggested that an SBOM for AI includes these minimum elements. In this regard, the purpose of this document is to offer useful guidance, without creating new requirements, standards, legislation, or implementation details of an SBOM for AI, which are outside the scope of this work.  
	While the proposed minimum elements are not exhaustive, and additional clusters or elements may be necessary, depending on the industry, sector, or jurisdiction, it is suggested that an SBOM for AI includes these minimum elements. In this regard, the purpose of this document is to offer useful guidance, without creating new requirements, standards, legislation, or implementation details of an SBOM for AI, which are outside the scope of this work.  

	The list of proposed minimum elements is open for further expansion to keep pace with the rapid development of AI technology.   
	This section depicts a set of high-level minimum elements for an SBOM for AI, which extends the information used for traditional SBOMs, listed as clusters. The clusters initially presented served as a basis for discussing the outline of the set of minimum elements (see Shared G7 Vision). 
	While the proposed minimum elements are not exhaustive, and additional clusters or elements may be necessary, depending on the industry, sector, or jurisdiction, it is suggested that an SBOM for AI includes these minimum elements. In this regard, the purpose of this document is to offer useful guidance, without creating new requirements, standards, legislation, or implementation details of an SBOM for AI, which are outside the scope of this work.  
	 
	2.1 
	• SBOM version 

	 
	 
	 
	The SBOM version element indicates a relationship with earlier iterations of an SBOM and signals that the SBOM author made changes to the previous iteration. The SBOM version tracks the SBOM component data for a component-name/component-version pair. The SBOM version element may use Semantic Versioning;
	Element
	Description
	 
	Identifier designated by the SBOM data format to specify the version of the data format. 
	the 
	Element
	Description
	 
	The SBOM timestamp element identifies when the SBOM author last changed the SBOM data, either manually or using a software tool. Each version of an SBOM will reflect a new timestamp. The content of this element should adhere to RFC 9557.6 
	6 Sharma, U. and C. Bormann. 
	Element
	Description
	2.2  System Level Properties (SLP) Cluster Elements 
	The SLP cluster contains the following elements: 
	• System components 
	2.2  System Level Properties (SLP) Cluster Elements 
	2.2  System Level Properties (SLP) Cluster Elements 
	2.2  System Level Properties (SLP) Cluster Elements 
	 
	2.2  System Level Properties (SLP) Cluster Elements 
	 

	The SLP cluster contains elements that refer to information on the AI system as a whole (e.g., capturing system level information and AI system inner workings that are relevant to AI systems composed of multiple AI elements, such as classifiers, large language models (LLMs) or AI agents). This cluster also includes all software dependencies and frameworks used in the AI system as well as information about how AI system components interact and process user data. Elements that are in support or that have been used to deploy the system are included in the cluster Infrastructure below. 
	• System name 
	2.2  System Level Properties (SLP) Cluster Elements 
	Description 
	Examples 
	 
	 

	Element 
	Description 
	Examples 
	• type of input and output data handled, clearly specifying the differences between input and output data types and characteristics; 
	• cybersecurity, medical/healthcare, finance, etc. 

	Element 
	2.3  Models Cluster Elements  
	• Model name 
	• Model version 
	2.3  Models Cluster Elements  
	2.3  Models Cluster Elements  
	2.3  Models Cluster Elements  
	• Model training properties 
	2.3  Models Cluster Elements  
	The Model name element identifies the software component in a human-readable way. 

	The Models cluster includes basic information for identifying the models used by the AI system, describes for each model how its weights were produced, and outlines their properties and limitations. 
	• Model identifier 
	2.3  Models Cluster Elements  
	Description 
	Example 
	 to identify a specific code delivery. If the AI model producer does not provide a version, then the SBOM author should indicate that the information is unknown. 
	. ECMA-427: Package-URL (PURL) Specification, 1

	Element 
	Description 
	Example 
	Element used to describe the model’s capabilities, known limitations, and lineage. 

	Element 
	Description 
	Example 
	 

	Element 
	Description 
	Example 
	• the modality (text, audio, image, video, etc.); 

	Element 
	Description 
	Example 
	• link/URL to any existing framework related to the model or system card from editors; 

	Element 
	2.4  Datasets Properties (DP) Cluster Elements   
	• Dataset name 
	• Dataset content 
	2.4  Datasets Properties (DP) Cluster Elements   
	2.4  Datasets Properties (DP) Cluster Elements   
	2.4  Datasets Properties (DP) Cluster Elements   
	 
	2.4  Datasets Properties (DP) Cluster Elements   
	• equivalent to component name. 

	The DP cluster provides information on datasets used during the whole life cycle of the model, including basic information that documents the identity and provenance of data.  
	• Dataset description 
	2.4  Datasets Properties (DP) Cluster Elements   
	Description 
	Example 
	Dataset provenance 
	Element used to capture statistical characteristics associated with the dataset throughout its lifecycle. 

	Element 
	Description 
	Example 
	2.5  Infrastructure Cluster Elements 
	 

	Element 
	2.6  Security Properties (SP) Cluster Elements 
	• Security controls 
	• Cybersecurity policy information 
	2.6  Security Properties (SP) Cluster Elements 
	2.6  Security Properties (SP) Cluster Elements 
	2.6  Security Properties (SP) Cluster Elements 
	Example 
	2.6  Security Properties (SP) Cluster Elements 
	• differential privacy techniques; 

	The SP cluster focuses on the cybersecurity measures that apply to AI models and systems.  
	• Security compliance 
	2.6  Security Properties (SP) Cluster Elements 
	Description 
	Example 
	The element can include cybersecurity certification schemes, standards or frameworks to which the AI model/system is compliant. 
	2.7  Key Performance Indicators (KPI) Cluster Elements 

	Element 
	 
	Besides addressing single elements, the authors highlight that an SBOM for AI by itself is not sufficient for increasing cybersecurity along the supply chain. To ensure substantial protection of the AI supply chain, it is necessary to connect the SBOM for AI to cybersecurity tools, such as vulnerability scanning and management tools, security advisories and bulletins, and promoting development of adaptable and evolutionary tooling mechanisms.  
	This guideline jointly drafted by the cybersecurity agencies of the G7 Group is a first step towards increasing the supply chain transparency and security of AI models and systems. While there have been multiple efforts dedicated to such an endeavor, the document is meant to cover a minimum set of criteria and does not claim to be exhaustive. Rather, it presents a shared understanding on which elements foster transparency and increase cybersecurity along the AI supply chain. Eventually, an SBOM for AI will help to strengthen the security of the AI supply chain if deployed together with the right cybersecurity tools. This work also seeks to bring added value to stakeholders along the AI supply chain.  
	 
	 
	 
	 

	3. Discussion 
	4. Conclusion 
	 
	References 
	  
	  
	References 
	References 
	References 
	References 

	• 
	https://www.acn.gov.it/portale/documents/d/guest/paper_sbom-for-ai_19may2025_-clean-2
	References 



